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SYLLABUS

Course Title: Legal Education and Emerging Rights in India
[S0 Marks/2 Credits/60 Hours]

Learning Outcomes (LO)

e (Critically examine the institutional and structural framework of the Indian legal
system with respect to Consumer protection and Cyber Security laws.

e Evaluate Consumer Protection related laws and responsibilities. Analyse the structure
and functioning of grievance redressal mechanisms to foster legal awareness and
civic engagement.

e Assess the spectrum of cyber threats such as malware, phishing, and data breaches.
Analyze cybersecurity regulations and frameworks, with a focus on national cyber
laws, digital rights enforcement, and the criminalization of cyber offenses.

e Demonstrate technical skills in deploying cybersecurity tools and implementing
consumer fraud mitigation strategies, preparing learners for incident response
planning.

Theoretical Part

Unit 1: Understanding Rights and Laws
1.1. Constitutional Rights and Duties enshrined in the Constitution of India.
1.2. Role of the Law enforcement and administrative bodies.

Unit 2: Consumer Rights
2.1. Consumer: Meaning, their rights and responsibility.
2.2. Consumer Protection Laws: Ancient India, The Consumer Protection Act,2019.
2.3. Grievance Settlement Machineries: National, State and District Commission.

Unit 3: Cyber Security
3.1. Introduction to Information Communication Technology.
3.2. The Concept of Information Security.
3.3. Cyber Crime: Definition, classification, cyber law in India, remedies from cyber crime
3.4. Copy right, patent, intellectual property rights.

Practical Part (any one)

An assignment should be prepared based on primary data obtained from survey on-
1.The Awareness and Utilization of Consumer Protection Act, 2019.
2. Effectiveness of Consumer redressal mechanism.
3. Cybercrime and Security.

Suggested Readings
1. Creating Legal Awareness, edited by Kamala Sankaran and Ujjwal Singh (Delhi: OUP,
2007).
i1. Jain, Rohit Arbind, Cyber Crime and Laws.
i11. Tiwari, Garima, Understanding Laws: Cyber Laws and Cyber Crimes.




